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EXECUTIVE SUMMARY 

The Data Management Plan (DMP) is a living document that aims to provide an analysis of 

the main elements of the data management policy that will be used by the ODEON 

Consortium regarding the project research data. 

This document will evolve throughout the project’s duration, as the project progresses, and 

when significant changes occur. The goal is to keep an updated version of the guidelines 

and recommendations for making the research data Findable, Accessible, Interoperable, 

and Reusable (FAIR) and therefore, contribute to knowledge discovery and innovation.  

The current version is the initial one, in which ODEON project presents the envisioned data 

management strategy and makes a first effort to plan the definition of the types of research 

data that will be generated or collected during the project. This document structures how 

the research data will be deposited, and which parts of the datasets are shared for 

verification or reuse. Furthermore, this report also discusses the principles of data security and 

ethics and the relevant regulations at EU level and principles of transparency and 

accountability.  

 

COPYRIGHT STATEMENT 

The work described in this document has been conducted within the ODEON project. This 

document reflects only the ODEON Consortium view and the European Union is not 

responsible for any use that may be made of the information it contains. 

This document and its content are the property of the ODEON Consortium. All rights relevant 

to this document are determined by the applicable laws. Access to this document does not 

grant any right or license on the document or its contents. This document or its contents are 

not to be used or treated in any manner inconsistent with the rights or interests of the ODEON 

Consortium or the Partners detriment and are not to be disclosed externally without prior 

written consent from the ODEON Partners. 

Each ODEON Partner may use this document in conformity with the ODEON Consortium and 

Grant Agreements provisions.  
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1. INTRODUCTION  

1.1. PURPOSE OF THE DOCUMENT 

The purpose of the Data Management Plan (DMP) is to provide an analysis of the main 

elements of the data management policy that will be used by the ODEON Consortium 

regarding the project research data.  

The DMP is not a fixed document, on the contrary, it will evolve during the lifespan of the 

project. This DMP will be a living document in which information will be available on a finer 

level of granularity through updates as the implementation of the project progresses and 

when significant changes occur. 

This first version of the DMP aims to outline how the ODEON project will strive to make the 

research data Findable, Accessible, Interoperable, and Reusable (FAIR) and therefore 

contribute to knowledge discovery and innovation. The objective is to lay the foundations 

for creating an effective data management strategy covering the complete research data 

life cycle. 

1.2. SCOPE OF THE DOCUMENT  

The scope of this deliverable is to cover the entire life cycle of research data. This data 

management plan, which will be updated as needed, will serve as a guide for the ODEON 

consortium on how to manage the project data during and after the end of the project. The 

current deliverable is the first version presenting the planned data management strategy. It 

provides an initial definition of the types of research data that will be generated or collected 

during the project, how the research data will be deposited, and what portions of the 

datasets will be shared for review or reuse.  

1.3. STRUCTURE OF THE DOCUMENT  

This deliverable follows the template provided by the services of the European Commission 

(EC) Horizon Europe Data Management Plan Template [1] adapted to follow ODEON 

document procedures. The following document is structured in 9 sections: 

• Introduction (Section 1) 

• Data Summary (Section 2) 

• Fair Data (Section 3) 

• Other research outputs (Section 4) 

• Allocation of resources (Section 5) 

• Data Security (Section 6) 

https://odeonproject.eu/
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• Ethics (Section 7) 

• Conclusions (Section 8) 

• References and acronyms (Section 9) 
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2. DATA SUMMARY 
2.1. PURPOSE OF DATA MANAGEMENT AND 

RELATION TO THE PROJECT 

ODEON (federated data and intelligence Orchestration & sharing for the Digital Energy 

transitiON) is an EC funded project led by ETRA I+D whose mission is to enable the resilient 

operation of the energy system considering the increased Renewable Energy Systems (RES) 

integration and the effective orchestration of the flexibility from assets residing at the edges 

of the system. An inclusive ecosystem of stakeholders characterized by the integration of a 

mesh of Data, Intelligence, Service, and Market flows in the energy system is created.  

ODEON is fully committed to following and upholding the FAIR principles [2] for the 

management of data. This applies not only to the data produced by the project as output 

but also to the data used for the experimentation during the project. ODEON project will 

adopt the Open Science approach [3] in various aspects of the project such as Open 

access to research outputs such as publications, data, software, models, algorithms, and 

workflows or participation in an open peer-review process. It will comply with European 

recommendations regarding Data Management Plans [4], providing clear procedures for 

findable, accessible, interoperable, and reusable (FAIR) data and updating the current 

document along the development of the project.  

The purpose of the DMP is to provide an analysis of the main elements of the data 

management policy that will be used by the Consortium for the project research data. The 

DMP reflects consortium data management policies, systems, and procedures - which will 

be implemented and embedded into research procedures and regularly reviewed 

throughout the research cycle.  

The ODEON consortium will strive to make data open but cannot overrule limitations that 

partner institutions put on data that they contribute (as specified in their Background 

included in the ODEON Consortium Agreement- Attachment 1). Moreover,  ODEON will also 

have one Open Call for the Financial Support to Third Parties (FSTP), where up to 20 projects 

will be selected  to design, develop and validate innovative data and intelligence-driven 

energy services and applications, utilizing the baseline technology offering of ODEON, 

consisting in the Cloud-Edge Data and Intelligence Service Platform, across federated 

computing environments. Beneficiaries have to be individual entities (users or suppliers, in 

particular SMEs) whose data will be also secured. Moreover, an ethical approach will be 

adopted and maintained throughout the fieldwork process. The responsible partners will 

ensure that the EU standards regarding ethics and Data Management are fulfilled. 
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2.2. DATA SET TYPES, FORMATS AND STANDARDS 

The type of data collected and generated by the project will range from simple numeric 

measurements (integers or floats) to geospatial data, including geolocated images, network 

representation in standardized format or consumption/production profiles of high 

granularity. Therefore, the deposition, integration, and management of distributed data is 

fundamental to the work performed in ODEON and, necessarily, must be in line with the FAIR 

principles.  

Throughout the project, ODEON will gather (and generate) a variety of data. Broadly, the 

data falls into four categories: 

• Organizational data – data relevant to the implementation of the Innovation action. 

• Technical and scientific data – this includes raw and processed experimental data, 

scientific analyses/publications as well as software code and algorithms.: 

Demonstrators’ data including grid topologies, DER and metering data, IoT and 

prosumer data, research data resulting from AI analytics, evaluation and Impact 

assessment data, along with policy and standardization proposals, software and AI 

artefacts referring to the technical solutions of the project. 

• Identity and contract data – This includes data related to the identity of providers 

and consumers within the data space and the contracts between them. 

• Personal data – from pilot users that will give us access to data involving their 

consumption and patterns of behavior to better optimize the energy performance. 

Moreover, personal data to be managed from the ODEON Open Call will also be 

considered.  

The detailed definition of the different types, formats, and standards of the data to be 

collected, processed, and/or generated during the project will be done in the framework of 

WP2 and WP3, more specifically in two tasks: T2.1 Demonstrators Characterization and 

Landscaping, and T3.1 Data Models Catalogue and Semantic Harmonization Framework. 

Both tasks define the technical and organizational data to develop the ODEON ecosystem. 

ODEON assumes that all its research data will be made available on reasonable request. 

However, there will be data that needs to be anonymized or obfuscated before publication, 

to protect industrial property rights and/or to protect personal data; because of 

confidentiality reasons with regards to security; and because the project objectives could 

be jeopardized. This holds especially for personal information according to the General Data 

Protection Regulation (GDPR) and the specific national and European laws for the 

protection of personal data.  

Enforced in the ODEON Grant Agreement Article 17, [5] any dissemination of research data 

from ODEON will include the disclaimer “Funded by the European Union”. The emblem must 

remain distinct and separate and cannot be modified by adding other visual marks, brands, 

or text. 

https://odeonproject.eu/
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2.3. DATA FROM ODEON OPEN CALL 

Concerning the Open Call, a large part of the data managed in the project will be data 

related to Startups participating in the ODEON Open Call. ODEON collects data of legal 

entities through an online form within the FundingBox platform which will be used to enable 

applicants to take part in the project. To apply, applicants have to submit a form that 

requires them to provide personal data such as the applicant’s full name, contact details, 

organization name, and country of origin. 

Before submitting the application, the applicant reads the information clause pursuant to 

Art. 13 GDPR [6]. The applicant confirms that they have read the clause, which is a 

requirement to submit the application. For the realisation of the Open Call, personal data 

will only be used for organizational purposes. Personal data will not be shared with 

unauthorized persons and will be processed only in compliance with GDPR (Regulation (EU) 

2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 

of natural persons with regard to the processing of personal data and on the free movement 

of such data, and repealing Directive 95/46/EC) requirements. Therefore, appropriate 

security measures will be implemented to protect the integrity and confidentiality of shared 

data.      

Furthermore, information related to the FSTP projects, such as the name of the entity, will be 

published for dissemination purposes as a Project obligation to communicate the results of 

the projects. Regarding the data produced by sponsored projects, each beneficiary will be 

responsible for permitting or restricting the access to their data and results. 

Statistical data related to the open calls and information about the winners will be made 

accessible once the final list of beneficiaries is published after each round. Other results such 

as the performance indicators of the sponsored project will be released in agreement with 

the participating SMEs when the project comes to its end and will be available 4 years after 

the end of the action unless otherwise stated in laws in force or Grant Agreement. 

2.4. RE-USE OF DATA 

Throughout the project, existing research findings, publications, and other pertinent 

information that is accessible will be examined. The primary purpose of this analysis will be to 

conduct internal project assessments, and the relevant information will be included in the 

appropriate project deliverables with appropriate attribution to the sources. 

During the project´s lifetime, available results from other research activities, publications, and 

further relevant information available will be analyzed. This information will be mainly used 

for internal project studies and will be provided in respective project deliverables with 

appropriate references to the origins of the gathered information. 

Moreover, ODEON will use and exploit some of the preliminary solutions and technologies 

developed in various Horizon Europe and H2020 projects like Synergy [7], Synergies [8], 

OMEGA-X [9]. These projects are expected to form the basis of some of the ODEON 

https://odeonproject.eu/


 

 

14   

 

 D1.2 DATA MANAGEMENT PLAN 
 

innovation activities, complementing and going beyond the work done in these projects, 

and providing new and more advanced services. 

2.5. UPDATES OF THE DMP 

As defined on the Description of Action (DoA), the D2.1 – Detailed demonstrators’ 

characterization on M9 (reporting the work performed in Task 2.1) will specify the data 

gathered and the different data assets available at the ODEON ecosystem. D3.1- ODEON 

Semantic Data Model on M15 (reporting the work performed in Task 3.1) will also provide 

information on the ODEON Semantic Data Model. This upcoming work will complement the 

DMP information and will describe the details of the types and formats of data to be 

handled.  

In this context, in Month 6 (Due month for the current deliverable) the project is not yet in the 

position to provide a detailed list of the data sets of the project, neither the formats nor the 

specific standards to be used. As previously indicated, the Data Management Plan is a living 

document that will be updated over the course of the project whenever a significant 

change arises, such as new data assets, modification of consortium policies, external factors, 

or changes in the consortium composition.  

On M48 a final version of the DMP will be delivered to compile all the information regarding 

the data collected, processed or generated during the project. If it is judged necessary, an 

intermediate version of the document will be provided in the meantime for the purposes of 

updating the plan for a project review or for any specific need that the project may face. 
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3. FAIR DATA 
The FAIR principles describe four key concepts in research data management. Data should 

be: 

• Findable – Easy to find by both humans and computer systems and based on a 

mandatory description of the metadata that allows the discovery of interesting 

datasets. 

• Accessible – Long-term storage so data can be easily accessed and/or downloaded 

with well-defined license and access conditions, whether at the level of metadata or 

at the level of the actual data content. 

• Interoperable – Ready to be combined with other datasets by humans, as well as 

computer systems. 

• Reusable – Ready to be used for future research and to be processed further using 

computational methods. 

3.1. MAKING DATA FINDABLE, INCLUDING 

PROVISIONS FOR METADATA 

Identification and localization will be used for the data to be processed during the ODEON 

project. The data to be generated in the ODEON project will be identifiable and locatable 

through unique identification mechanisms. Files will be uniquely identifiable by using 

standardized name conventions and clear visioning. These conventions for the documents 

are already provided in D1.1 – Project Management Plan [10].  

ODEON project research data will be inventoried and annotated with metadata following 

the discoverability standards promoted by the Data Catalogue (DCAT) Application profile 

[11].  “It is important to ensure that your data can be found. The term usually applied to this 

is the discoverability of data. Essential for discoverability is metadata. Metadata describes 

the dataset itself (e.g., date of creation, title, content, author, type, size). This information 

about the data needs to be added to the catalogs to help discover the data. Metadata 

needs to be both human-understandable and machine-readable. If it is published as Linked 

Data, the discoverability of the data is greatly increased. Metadata does not only serve the 

purposes of description and discovery but also renders itself essential for the scope of 

contextualization (relevance, quality, restrictions (rights, costs)), as well as for matching users 

and software to data available on the internet.” 

To describe the various networked resources in the ODEON project the Dublin Core 

metadata standard [12] will be used. The metadata landscape, as perceived by the Dublin 

Core Community, is currently divided into four levels of interoperability, and 15 sections for 

data description. These interoperability levels and sections are resumed in the tables below.  

https://odeonproject.eu/
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Table 1: Dublin Core Metadata Element Set - 4 Interoperability Levels 

Dubl in Core Levels  of  In teroperabi l i ty   

Leve l  1 :  Shared te rm 

def in i t ions  

Shared vocabu la r ies  def ined in  natu ra l  language  

Leve l  2 :  Fo rmal  semant ic  

in te roperabi l i t y  

Shared vocabu la r ies  based on  fo rma l  semant ic s  

Leve l  3 :  Descr ip t ion  Se t  

syn tact ic  

in te roperabi l i t y  

Shared fo rma l  vocabu la r ie s  i n  exchangeab le 

records  

Leve l  4 :  Descr ip t ion  Se t  

P ro f i le  in teroperab i l i t y  

Shared fo rma l  vocabu la r ie s  and cons t ra in t s  i n  

records  

Table 2: Dublin Core Metadata Element Set - 15 Elements Overview 

Cont r ibutor  
An ent i ty respons ib le for  making cont r ibut ions to the 

resource 

Coverage The  spat ia l  o r  tempora l  top ic  o f  the resource ,  the  spat ia l  

app l icab i l i t y  o f  the  resource ,  o r  the  ju r i sd ic t ion  under  wh ich the 

resource  i s  re levant  

Creator  An ent i ty  p r imar i l y  re spons ib le  fo r  mak ing  the  resource  

Date  A po in t  o r  per iod  of  t ime assoc ia ted w i th  an  event  i n  the  

l i fecyc le o f  the  resource  

Descr ip t ion  An account  o f  the  resource  

Format  The  f i l e  fo rmat ,  phys ica l  medium,  o r  d imens ions  o f  the  resource  

Iden t i f ie r  An unambiguous  r e fe rence to  the  resource  w i th in  a  g iven  

contex t  

Language A language of  the  resource  

Pub l i sher  An ent i ty  re spons ib le  fo r  mak ing  the  resource  ava i lab le  

Re la t ion  A re la ted resource  

R igh t s  I n fo rmat ion  about  r igh t s  he ld  in  and over  the  resource  

Source  A re la ted resource  f rom wh ich the desc r ibed resource  i s  de r ived  

Sub ject  The  top ic  o f  the  resource  

T i t le  A name g iven  to  the  resource  

Type  The  nature  o r  gen re of  the  resource  

https://odeonproject.eu/
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The fifteen elements of "Dublin Core" described in this standard are part of a larger set of 

metadata vocabularies and technical specifications maintained by the Dublin Core 

Metadata Initiative (DCMI). The fifteen-element descriptions have been formally endorsed 

in the following standards: 

• ISO 15836-2:2019 [13] 

• ANSI/NISO Standard Z39.85-2012 of February 2013 [14] 

• IETF RFC 5013 of August 2007. 

The DCAT Application Profile utilizes Dublin Core standards as a foundation, but it is not a 

vocabulary. Rather, it is a specification used for describing metadata for EU governmental 

data and portals.  

Most of the metadata will be made public alongside the data in a machine-readable 

format, utilizing standard terminology to define the metadata. The metadata will also 

describe the overall features of the dataset, including information about local parameters, 

license, origin, and quality. The European Data Portal has established best practices for using 

DCAT-AP, and the ODEON partners will adhere to them. 

3.2. MAKING DATA ACCESSIBLE 

An analysis of which ODEON research data will be made openly accessible and which data 

will be kept closed will be done at a later stage of the project. The starting point is the 

definition of all types of research data to be handled and generated during and after the 

end of the project. Once this action is done, the data accessibility analysis will be carried 

out including the specification of software tools required to access the data. The outcome 

shall be implemented in the coming versions of the DMP. At the current stage, this analysis 

would not make much sense since the datasets are not defined yet.  

During the project lifetime, information on the following aspects will be elaborated for all 

datasets on a case-by-case basis, before making a consortium decision on handling the 

particular data generated or collected: 

• Nature and scale of the data in consideration 

• To whom it could be useful/targeted audience and its size/level of interest 

• Information on the existence of similar data and possible synergies 

• Possibility for integration and reuse of the provided data by external 

users/researchers, and 

• Any further related issues 

In general terms, ODEON research data will be made available, when possible, without 

compromising privacy of the individual project participants the leading European ethical 

principles, or commercial sustainability, to parties with a legitimate research interest. In the 

https://odeonproject.eu/
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case of ODEON, certain research data – especially considering the pilot sites – is sensitive 

due to security issues and therefore will be kept confidential. 

3.2.1. OPEN RESEARCH DATA REPOSITORY 

To ensure open access to research data sets, the ODEON project will utilize Zenodo [15], an 

established European online scientific repository that is fully integrated with OpenAIRE [16]. 

Decisions on whether to upload and provide access to research data sets on Zenodo will be 

made on a case-by-case basis by the Project Coordinator (ETRA), the Technical Coordinator 

(ATOS/EVIDEN), and the partner(s) who own the data. Data sets marked as public will be 

made openly available, while those containing confidential or protected information will be 

kept private for privacy reasons.  

Zenodo provides a user-friendly online service that allows researchers, scientists, EU projects, 

and institutions to share, preserve, and showcase research results, including data and 

publications, that are not already part of institutional or subject-based repositories. The 

service provides hosting in Conseil Européen pour la Recherche Nucléaire (CERN) [17]  

professional data centers, following industry best practices. Zenodo's policies on data 

handling and service usage are described in detail in the ZENODO General Policies [18]. 

As previously stated, ODEON intends to share datasets publicly in Zenodo whenever possible 

or appropriate, using the repository's required/provided descriptive metadata. Zenodo 

provides a Digital Object Identifier (DOI) for all publicly accessible uploads, making them 

easily and uniquely citable. It is important to note that Zenodo DOIs cannot be edited once 

registered. Additionally, Zenodo supports the harvesting of all content via the OAI-PMH 

protocol [19]. 

3.2.2. ODEON INTERNAL REPOSITORY 
During the life cycle of ODEON, data collected or generated by the project will be stored 

and systematically organized in the official project repository on SharePoint managed by 

ETRA until the end of the project. 

SharePoint is a cloud-based service, hosted by Microsoft to create sites to share documents 

and information with the partners. It is used as a repository to securely store and share files, 

making data available to the whole Consortium. The repository (documents section) consists 

of a project internal area, not possible to be accessed by external users and only shared 

with the relevant partners of the different organizations. 
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3.2.3. OPEN ACCESS PUBLICATIONS 
The rules and principles of the European Commission’s Horizon Europe Framework 

Programme clearly define that those scientific results generated within projects should be 

made available as open-access publications, i.e., freely available online to any user. 

Following these rules, enforced in the ODEON Grant Agreement –Annex 5, Article 17 [5], 

open access will be ensured to all peer-reviewed scientific publications related to ODEON 

and its composite solutions.  

The beneficiaries must ensure open access to peer-reviewed scientific publications relating 

to their results. In particular, they must ensure that: 

• at the latest at the time of publication, a machine-readable electronic copy of the 

published version or the final peer-reviewed manuscript accepted for publication, is 

deposited in a trusted repository for scientific publications. 

• immediate open access is provided to the deposited publication via the repository, 

under the latest available version of the Creative Commons Attribution International 

Public Licence (CC BY) or a license with equivalent rights; for monographs and other 

long-text formats, the license may exclude commercial uses and derivative works 

(e.g. CC BY-NC, CC BY-ND) and 

• information is given via the repository about any research output, or any other tools 

and instruments needed to validate the conclusions of the scientific publication. 

Beneficiaries (or authors) must retain sufficient intellectual property rights to comply with the 

open access requirements. 

Metadata of deposited publications must be open under a Creative Common Public 

Domain Dedication (CC 0) or equivalent, in line with the FAIR principles (in particular 

machine-actionable) and provide information at least about the following: publication 

(author(s), title, date of publication, publication venue); Horizon Europe or Euratom funding; 

grant project name, acronym and number; licensing terms; persistent identifiers for the 

publication, the authors involved in the action and, if possible, for their organizations and the 

grant. Where applicable, the metadata must include persistent identifiers for any research 

output, or any other tools and instruments needed to validate the conclusions of the 

publication. 

Only publication fees in full open-access venues for peer-reviewed scientific publications are 

eligible for reimbursement. 

3.3. MAKING DATA INTEROPERABLE 

At a later stage of the project (during the last phase of WP3), an evaluation of data 

interoperability will take place to determine which data and metadata vocabularies, 

standards, or methodologies will be utilized to promote interoperability. The assessment will 

determine if standardized vocabularies will be adopted for all data types within the dataset 
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to enable cross-disciplinary interoperability. The first step in this process will be to define all 

types of research data that will be generated and handled during and after the project, as 

well as the components or actors involved in communication within the ODEON project. 

• The following actions are planned for the upcoming years: 

• Identification of the main interfaces between components and actors to be 

developed in the scope of the ODEON project.  

• For each interface, assess the available standards and data models. 

• For each interface, assess the available new data models based on ontologies.  

• Gather the applicability of the standards and data models identified to the ODEON 

project. 

• For each interface, asses the most appropriate standards and best suitable data 

models. 

• Include the process in Deliverable D3.1-ODEON Semantic Data Model (M15). 

The outcomes of the actions described above may be integrated into the potential coming 

versions of the DMP. 

3.4. INCREASE DATA RE-USE 

Data handling during the project will be conducted on a case-by-case basis, as previously 

mentioned. Once a data set is designated as public, it will be made available on Zenodo 

for full reuse. This may include specifying an embargo period or providing controlled access 

to a whitelist of individuals, in accordance with Zenodo policies. 

As suggested by the Model Grant Agreement data will be made accessible with Creative 

Commons Licences (CC BY or CC 0) [20] whenever possible. Depending on their 

characteristics, data sets may be subject to different licenses. 

The Zenodo repository ensures sustainable archiving of the final research data. Items 

deposited in Zenodo will be retained for the lifetime of the repository, which is currently the 

lifetime of the host laboratory of CERN [17]. All publicly available uploads on Zenodo will be 

stored safely for the future in the same cloud infrastructure as research data from CERN's 

Large Hadron Collider and using CERN's battle-tested repository software INVENIO [21], 

which is used by some of the world's largest repositories such as INSPIRE HEP [22] and CERN 

Document Server. 

The data will remain reusable at least until Zenodo discontinues the dataset(s). The ODEON 

project envisages adopting the “data pedigree” concept [23], which ensures that each 

piece of relevant information is traceable back to the original data sources and author. This 

data lineage along with metadata allows for quality audit and sensitivity analyses of the 

outputs. 
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4. OTHER RESEARCH OUTPUTS 

4.1. ODEON WEBSITE AND PUBLIC DELIVERABLES 

The ODEON website [24] describes the mission and the general approach of the project and 

its development status, as well as provides a short description of the project’s objective and 

its methodology, news, events, promotional materials, publications, and updates that are 

relevant to the project’s activities. After submission and approval from the EC, the project's 

public deliverables will be downloadable from the website, while confidential deliverables 

will be kept in the SharePoint repository accessible only to users authorized by the consortium. 

In certain cases, external parties may request access to confidential deliverables, and the 

Consortium may decide to share corresponding deliverables or specific parts with those 

parties. The public deliverables will be available in the commonly used PDF format, on a 

dedicated section of the project's website (under construction when preparing this 

deliverable). 

During the life cycle of ODEON, data collected or generated by the project will be stored 

and systematically organised in the official project repository on SharePoint. 
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Figure 1 - Project website under construction, where public deliverables will be stored 

4.2. OPEN-SOURCE CODE 

The code which is classified as open source for ODEON will be accessible on GitHub. Any 

source-code components that are developed during the project that are deemed 

appropriate for public access will be uploaded to an open-access GitHub repository [25]. 

This repository will also be linked to the Zenodo account of the project. 

GitHub is an online repository that supports distributed source code development, 

management, and revision control. It is primarily used for source code data. It enables 

worldwide collaboration between developers and also provides some facilities to work on 

documentation and to track issues.  

GitHub provides paid and free service plans. Private, non-public repositories require a paid 

service plan while free service plans can have any number of public, open-access 

repositories with unlimited collaborators. Many open-source projects use GitHub to share 

their results for free. The platform uses metadata like contributors' nicknames, keywords, time, 

and data file types to structure the projects and their results. The terms of service state that 

no intellectual property rights are claimed by GitHub Inc. over the provided material.  

  

https://odeonproject.eu/


 

 

23   

 

 D1.2 DATA MANAGEMENT PLAN 
 

5. ALLOCATION OF RESOURCES 
As indicated in previous sections, the Data Management Plan presented in this deliverable 

is just the first version, and the related Consortium discussions will be continuously carried out, 

to identify the relevant project outputs as well as to decide on the way and the means of 

their open access (if applicable). To ensure it, a dedicated time slot may be reserved at 

each project plenary meeting and, if needed, at selected Consortium audio conferences. 

The EC and the project reviewers will be informed about related work done and publications 

provided in the project management reports. 

Individual responsibilities on data management in the project consortium are: 

• Project Coordinator (ETRA) – to prepare and lead related discussions at the relevant 

project meetings and to maintain the project document repository SharePoint. 

• Technical Coordinator (ATOS/EVIDEN) – to identify data collected by the project and 

technical project outcomes eventually suitable for publication; moreover, to ensure 

dataset integrity and compatibility for its use during the project lifetime by different 

partners. 

• Dissemination Manager (ETRA) – to identify publications suitable for publication in the 

considered repositories and maintain ODEON inputs for the Open Access. 

• Each individual partner – to identify their own project results suitable for publication 

and to share the published scientific articles in advance with the project coordinator 

and dissemination manager. 

The Project Coordinator and the Dissemination Manager have a particular responsibility to 

ensure that data shared through the ODEON website are easily available, but also that 

backups are performed, and that proprietary data are secured. 

Moreover, each ODEON partner must respect the rules set out in this DMP. Datasets must be 

created, managed, and stored appropriately and in line with applicable legislation. 

Validation and registration of datasets and metadata is the responsibility of the partner that 

generates the data in the respective Work Package (WP). Metadata constitutes an 

underlying definition or description of the datasets and facilitates finding and working with 

particular instances of data. Additional responsibilities undertaken by the ODEON project 

partners include: 

• Backing up data assets for sharing through Open Access repositories. It is the 

responsibility of the partner to possess these data assets. 

• Quality control of the data assets. It is the responsibility of the demo partner to provide 

the data. 

• Managing different versions in case the data assets are updated and making sure 

that the latest version is available in the case of publicly available data. 

https://odeonproject.eu/


 

 

24   

 

 D1.2 DATA MANAGEMENT PLAN 
 

• Consulting the concerned partner(s) before publishing data in the open domain that 

can be associated with an exploitable result. It is the responsibility of all project 

partners involved in this activity. 
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6. DATA SECURITY 
ODEON is committed to safeguarding all collected and generated data, ensuring its 

findability, interoperability, and reusability both during and after the project. Specifically, 

considering the core development activities of the ODEON project, access to personal data 

will be restricted to authorized personnel only. A dedicated sovereignty and security 

framework will be established as part of the work in WP3 to ensure that appropriate measures 

(data encryption, anonymization, etc…) are applied to the data handled in the project 

within the data space environment. Additionally, a cybersecurity layer will be implemented 

at the level of the data space environment to protect the data from cyber-attacks.  

Moreover, the different system applications to be delivered as part of the work in WP5 and 

WP6 will incorporate appropriate measures to enhance data security, also ensuring the 

provision of classified access to the data based on the business needs and requirements of 

the project.  

To assure data security and privacy, the ODEON developments will support advanced data 

anonymization and encryption mechanisms, as well as cloud and on-premises storage on 

servers to which only the relevant staff have access. Examples of encryption mechanisms to 

ensure data security and privacy that may be used by the consortium are: 

Pseudonymization, Aggregation, Removal of sensitive data from datasets, AES (Advanced 

Encryption Standard), RSA (Rivest-Shamir-Adleman) or SSL/TLS (Secure Sockets 

Layer/Transport Layer Security).  

More specifically the servers onto which the data will be stored will have server-side 

encryption. This means that the server’s administration personnel will be able to generate 

public keys for specific personnel who will have access to the data but will not be able to 

access the data themselves (since the private keys required for this access will be generated 

on the machine of the person with access to the data). This means that only the required 

personnel (and stakeholders that have active data contracts) will have access to the data 

and, even in the remote case of a possible data leak or server hack, the data stolen will be 

fully encrypted. 

Finally, and after a retention period (to be defined), a secure deletion software will be used 

to destroy data, i.e., using Gutmann algorithm (35-pass overwrite technique) [26].  

If deemed necessary, a full format can be used in conjunction with overwriting, to provide 

further assurance that data cannot be recovered, guaranteeing the destruction of the 

project's personal data at the end of the project. 
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The following guidelines will be used to ensure the security of the data: 

• Use anonymized and aggregated data instead of individual data. 

• An inventory of the data collected, processed, or generated will be compiled, 

delivering the complete list at a final version of the DMP (Month 48). 

• Encrypt data by the local researchers and not allow the data to leave their premises 

unencrypted. 

• Store data in at least two separate locations to avoid loss of data. 

• Limit the use of USB flash drives. 

• Label files in a systematically structured way to ensure the coherence of the final 

dataset. 

As far as the ODEON repositories are involved (Zenodo and SharePoint) they will ensure 

secure and safe storage of both public and non-public data respectively. Zenodo provides 

clear security guarantees. All data files are stored in CERN Data Centres, primarily Geneva, 

with replicas in Budapest. Data files and metadata are backed up on a nightly basis. Files 

are regularly checked against their checksums (using MD5 algorithm) to ensure that file 

content remains constant. In case of closure of the repository, Zenodo ensures that efforts 

will be made to integrate all content into suitable alternatives [27].SharePoint is a web-based 

collaborative platform that integrates natively with Microsoft 365 Online, which is a cloud-

based service managed by the project coordinator ETRA. The servers hosting the research 

data will be accessible only by authorized system administrators. Files containing confidential 

data should be protected by owners using local encryption tools (i.e., password-protected 

archives) before being uploaded to shared repositories. Interaction through web user 

interfaces will use https protocol (i.e., secure). Also, a secure file transfer protocol (sftp) will 

be provided as the need arises. 

Finally, regarding the Open Call, ODEON will collect data of applicants through an online 

form within the FundingBox Platform which will be used during the project‘s Open Call and 

other administration processes managed by FBA. The form will include an information clause 

pursuant to art. 13 GDPR. Data will be deposited and secured in the FundingBox platform. 

The information will be captured through online forms and will be recorded and stored in 

FundingBox Cloud infrastructure as an object database. Only authorised users will be 

allowed to access the data sets via authentication. 

The FundingBox platform applies technological and organizational measures to secure 

processing of all data in particular personal data against publishing to unauthorized persons, 

processing in violation of the law and change, loss, damage or destruction. 

• Information security: SSL (Secure Socket Layer) certificates are applied. In order to 

ensure the appropriate level of security, the password for the account will exist on the 

platform only in a coded form. Registration on and logging in to the platform 
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proceeds in a secure https connection. Use of password to access data sets: the 

FBOX platform offers 4 different access levels/roles (administrators, developers, 

evaluators and invitees) to secure access to data by unauthorized users. 

Communication between the User’s device and the servers will be encoded using 

the SSL protocol. 

• Options for reading data: the platform offers the possibility to make data available in 

a read- only or downloadable format, hindering the access to information by 

unauthorized users. 

• Once an Open Call finishes information is archived, so it’s no longer publicly 

accessible, only administrators will have access to the historic data in a read-only 

mode. 

• Back-up policy: complete and redundant back-ups are done every five hours. 

Moreover, every time a modification is done an older version is saved. 

• Accidental deletion or modifications: in case of accidental deletion or modification 

only the most recent document will be restored, so in case of accidental changes or 

deletion data can be easily recovered. 

• Deletion or modification of data by users: only administrators have the rights to delete 

or modify the information included in the datasets. Under exceptional circumstances 

administrators can be given the permission to delete applications (utilities offered by 

the FundingBox platform) but the user responsible of its creation will be notified before 

doing so. 

• Deletion of data by participants in open calls: users having started the application 

process can withdraw any time using the FundingBox platform before the deadline 

for submission. 

• Terms and conditions: the FundingBox platform has specific terms of use and 

conditions that have to be accepted by all users of the platform. 

○  FundingBox terms of service [28] 

○  FundingBox platform privacy policy [29] 

All personal data collected will be deleted, destroyed or pseudonymized after the expiry of 

each retention period. Retention periods are described separately for processing data for 

each particular purpose. The general rule is that personal data will be kept no longer than 5 

years after the completion of the project. Each of the consortium partners, when processing 

data as part of the tasks assigned to them by the Grant Agreement, acts as a separate data 

controller within the meaning of Art. 4.7 GDPR. Therefore, each partner independently 

ensures compliance with the standards and implementation of the requirements specified 

by GDPR. Concerning confidential data, it is classified as information that will remain 

undisclosed, in compliance with Article 10 of the Non-disclosure Agreement outlined in the 

ODEON Consortium Agreement.  
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7. ETHICS 
This section discusses ethical aspects of data sharing and processing in ODEON and gives 

particular emphasis to the notions of data ownership and control over data as they have a 

significant role in governing data spaces. Understanding these notions allows us to determine 

applicable legal requirements and ethical framework in the European Regulatory 

Landscape, as shown in the figure below, to all data processing activities and identify the 

parties responsible for compiling with such framework in the project.  

Figure 2 - Overview of the European Regulatory Landscape for the EU Digital Transition in 

Energy Sector 

In deploying data-driven technologies processing personal data and facilitating the digital 

transition, it is crucial that the stakeholders retain control of the data generated by them. 

Adhering to one of the key principles set out in the European Union’s Declaration on Digital 

Rights, namely putting people at the centre of digital transition; enabling individual control, 

is a central element to this notion. In that regard, the section focuses on a number of legal 

considerations arising from the EU laws that may have impact over and facilitate data 

sharing and processing activities in the project. Therefore, it is recommended for the 

consortium partners to take into account these legal considerations when processing data 

and to take necessary actions in order to empower the individuals and to give them control 

over their data. The work captured in this section including the recommended technical 

specifications for ethical compliance will be continuously developed in accordance with 

the tasks T2.4 - Architecture Design and Technical Specifications and T1.3 - Ethics Monitoring 

and IPR Management until the end of the project. 
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7.1. INTRODUCTION TO DATA OWNERSHIP AND 

CONTROL 

The ownership of data is a complex issue which is far from straightforward, and it often leads 

to confusion between legal practitioners and non-legal professionals over the meaning of 

the term "ownership". In the legal domain, the concept of ownership is understood as an 

exclusive right to use, possess, and dispose of property, which could be restricted only by the 

rights of persons having a superior interest and by agreement where the owner is a part of 

or by law. It is therefore considered as a property right enabling the right holder to enjoy, 

use, sell, rent, give away, or even destroy a property or a part of it. 

However, the dominant view in legal theory rejects individual ownership of data and does 

not recognize property rights over mere facts or information [30]. Particularly the civil law, 

the dominant legal system in continental Europe, recognizes a limited number of property 

rights as an absolute right, erga omnes (a Latin phrase which means "towards all" or "towards 

everyone"), and a limited number of objects that can be subjected to these property rights. 

In other words, property rights can only be vested in objects that are sufficiently specific and 

individualised. 

Data as defined in Article 2 of the Data Governance Act [31], “any digital representation of 

acts, facts or information and any compilation of such acts, facts or information, including 

in the form of sound, visual or audio-visual recording” is limitless, can be endlessly duplicated, 

several people can use it at once. Therefore, it is difficult if not impossible to exclude third 

parties, unless one manages to keep data secret, from duplicating and using it. Due to the 

specific nature of data, it does not fit quite well with the legal concept of "ownership". In that 

regard, neither EU nor its Member States currently provide for legislation that grants explicit 

“ownership right” on data from property law perspective [32]. 

Instead of “ownership as property right”, the EU legal and ethical framework accept the 

concept of “ownership as control”. In fact, this could be seen in the European Commission’s 

Communication on “A European Strategy for Data”, Open Data Directive, Data 

Governance Act, GDPR, Digital Markets Act and the Data Act. These legislations basically 

focus on giving individuals and organisations that generates data, “power” to control the 

flow of such data and the way it is used including i.e., availability of effective means for data 

subjects to exercise control over data or to a capability of being self-determined with regard 

to the use of its data. Since it is about being in control of how the data is processed and of 

what purposes, there is no transfer of a property of data as such. Therefore, the use of the 

concepts of data holders, data controllers, data subjects and data producers instead of 

data owner in the project is highly recommended as it ensures the project’s alignment with 

the EU legislation. 

Furthermore, there are ownership like exclusive legal rights granted to holders or creators of 

data under numerous legislations at EU level that have a significant impact on control over 
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data or datasets (i.e., copyrights, sui generis rights and trade secrets). These rights arise from 

IP law and confer the right holder broad protection and control over the use of certain types 

of data. The details of these rights are provided in the deliverable D1.1 Project Management 

Plan submitted in M3 of the project. Depending on the type of the data, i.e. whether it is 

personal data or not, on the source of data, whether data is generated by the use of 

connected devices such as smart meters or depending on the identity of the data holder, 

i.e. whether data is held by public sector bodies or not, different EU legislation provides for 

different rules on the control over and access to data. 

7.1.1. PROTECTION OF PERSONAL DATA 
For personal data, the GDPR is the main piece of EU legislation which aims to give control to 

the individuals over how their personal data is handled with private or public entities. [33]. 

For this purpose, the regulation not only grants data subject a number of rights to further 

strengthen the control over his or her own data, i.e., data subject rights, and but also lays 

down several legal obligations for data holder organisations limiting their use of such data. 

Data controllers are required to comply with the principles of data protection and the 

relevant legal requirements when processing personal data including duplicating or sharing 

such with third parties. For example, data controllers are prohibited to process personal data 

without having one of the legal bases in place or without providing information on data 

processing to data subject, to transfer personal data outside the EU is also prohibited except 

under certain conditions, to share personal data with third parties for a purpose that is 

incompatible with those initial purposes for which personal data is collected or to keep the 

personal data longer than what is necessary for achieving the purposes for which the 

personal data is processed. It should be also noted that these limitations are also applicable 

to processing of personal data that has already become public. 

In ODEON project, the data subject rights, and the legal limitations will come into play if the 

data assets to be used in the project contain personal data. This means that the consortium 

partner processing personal data should take all necessary actions to respect the control of 

the data subject over their personal data. Therefore, the consortium partners should 

evaluate whether the data that they process in the project contain personal data or not. As 

noted in Chapter 9 of D1.1, prior to processing of personal data, the consortium partners are 

advised to first determine the applicable legal basis and the purpose of such processing. In 

the context of prosumers, the legitimate interest of the consortium partners’ statutory 

obligation arising from a Union law or national law, or the performance of the contract to 

be executed with the prosumers could be considered most appropriate legal basis under 

the GDPR. For example, the implementing regulation for access to metering and 

consumption data and the electricity directive provide for legal basis for Distribution System 

Operators (DSO) to process such data. 

Although, the consent of data subject is one of the legal basis for processing as per the 

GDPR, it might not be the most appropriate one for long term. Because, according to Article 
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7 of GDPR, individuals can withdraw their consent at any time and once withdrawn, the data 

controller should immediately delete the personal data and cease the processing of the 

personal data concerned. Therefore, the consortium partners are suggested to start with 

assessing whether their legitimate interest could apply or whether there is a contract that 

requires processing of personal data of the individuals. If these legal bases could be not 

used, the consortium partners may rely on consent for their data processing activities. In case 

that consent is used as a legal basis of data processing, it should be unambiguous, free and 

informed in order to ensure the individual’s control over his and her data. In other words, the 

data subject has to be well informed about the processing and give a statement or a clear 

affirmative action of his or her agreement with the processing of her personal data without 

being and feeling compelled to do so. Accordingly, consent will not be considered to be 

free if the data subject is unable to refuse or withdraw his or her consent without detriment 

or the consent is bundled up as a non-negotiable part of terms and conditions [34]. 

Moreover, for the consent to be informed, it is recommended that the consent form includes 

the following information: 

(a) the controller’s identity, 

(b) the purpose of each of the processing operations for which consent is sought, 

(c) what (type of) data will be collected and used, 

(d) the existence of the right to withdraw consent, 

(e) information about the use of the personal data for automated decision-making 

that could have significant impact over the individuals concerned, 

(f) on the possible risks of transfers of their personal data without having the 

Commission’s adequacy decision and appropriate safeguards in place. 

To avoid detrimental impact of withdrawal of consent, as mentioned in the previous sections, 

it is recommended to anonymise the personal data which has been collected based on 

that consent. In this way, once consent is withdrawn, the controller would not be required to 

delete anonymised data since it is no longer considered as personal data as per the GDPR 

[35]. 

Another limitation on the use of datasets containing personal data is the transparency 

obligation. Accordingly, the data controller is required to provide certain information, 

relating to processing to the data subject in a concise, transparent, intelligible, and easily 

accessible form, i.e., privacy notice, using clear and plain language. The privacy notice 

should be given in a written format, including by electronic means. According to the GDPR 

and the EDPB, where personal data are collected directly from the data subject, the privacy 

notice should be provided to the data subject, at the time when personal data are 

obtained, with all the following information: 

a) the identity and the full contact details of the data controller, 
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b) the contact details of the data protection officer, where applicable, 

c) the purposes of the processing for which the personal data are intended as well as 

the legal basis for the processing, 

d) if the processing is based on the legitimate interest, the legitimate interests pursued 

by the controller or by a third party, 

e) the types of personal data to be processed, 

f) where is the personal data obtained from, if it wasn’t from directly data subject. In 

other words, the source from which the personal data originate, and if applicable, 

whether it came from a publicly accessible source, 

g) whether or not the personal data will be shared with a third party and if so, 

information about that party, including whether the personal data will be transferred 

to outside the EU and if so, to which third countries and what are the relevant 

safeguards implemented to protect the rights and freedoms of the data subject, 

h) how long the data controller holds personal data for before getting rid of it 

securely, 

i) data subject rights, including the right to withdraw consent, when processing is 

based on consent and the right to lodge a complaint with a supervisory authority, 

j) the existence of automated decision-making including profiling and, if applicable, 

meaningful information about the logic used and the significance and envisaged 

consequences of such processing for the data subject [36]. 

If the personal data is not obtained directly from the data subject, the privacy notice should 

be provided at the latest within one month after obtaining the personal data [37]. It should 

be noted that by the provision of these information to the data subject, the limits of the data 

use have already been drawn up by the controller and any data processing activity not 

complying with this information could be considered as breach of the GDPR. 

In the specific case of the ODEON project, it should be noted that the partners leading the 

pilots are likely to be considered as data controller of the data processing in their respective 

pilot and the consent form/privacy notice should be tailored to each pilot in their local 

languages. Furthermore, as part of ODEON Data and AI Risk Assessment Framework 

provided in Task T2.4, the project legal expert partner will provide the pilot partners with a 

guidance on data protection impact assessment requirement under Article 35 of GDPR. 

Therefore, with the support of the project legal and ethics expert partner, the pilot partner 

will ensure compliance of their data processing operation with GDPR and national privacy 

laws in the respective pilot sites. 
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7.1.1.1. SPECIAL FOCUS: SECONDARY USE OF 

PREVIOUSLY COLLECTED PERSONAL DATA 
In the ODEON project, it is likely that the project partner will process personal data that have 

been collected previously for another purpose. In that case, if a partner intends to use 

personal data that were collected from a previous research project, it must ensure that it 

can provide detailed information regarding the initial data collection, methodology and 

legal basis of the initial collection, and confirm that it has permission from the 

owner/manager of the dataset(s) to use the data in this project. Where the planned use of 

data is predicated on the ‘legitimate interests’ of the data controller, the nature and 

purpose of the dataset must be set out in detail, together with the safeguards (e.g., 

anonymisation or pseudonymisation techniques) that warrant its use in the project. 

If the intended secondary data processing is based on national legislation or international 

regulations authorising the research, or a demonstrable overriding public interest (e.g., 

energy supply) that allows the partner participating in an EU research project to use a 

particular dataset, this must be made explicit and there must be explicit reference to the 

relevant Member State or Union law or policy. 

In principle, if a partner is using personal data provided by a third party and the data subjects 

have not expressly consented to its use in research projects, the partner must, in accordance 

with the GDPR, inform them of the details of the processing as discussed in the previous 

chapter. However, these requirements do not apply where it is not possible or would involve 

a disproportionate effort to contact the data subjects. In such cases, the partner must 

implement appropriate safeguards, including technical and organisational measures to 

ensure respect for the principle of personal data minimisation and protect the subjects’ 

fundamental rights. Crucially, the GDPR requires that pseudonymisation or anonymisation 

techniques be implemented wherever viable. 

7.1.2. CONTROL OVER DATA GENERATED BY THE USE 

OF CONNECTED DEVICES AND RELATED SERVICES  
The Data Act introduces certain access and control rights with respect to data generated 

by the use of a connected product and data representing the digitisation of user actions or 

of events related to the connected product for individual and organisations using 

connected devices. 
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Figure 3  - Data Act requirements of IoT-connected assets 

The Data Act requires that Internet of Things devices and related digital services are 

designed and provided in such a manner that data generated through these devices and 

services, i.e. product data and related service data, are by default, easily, securely, free of 

charge, in a comprehensive, structured, commonly used and machine-readable format, 

and, where relevant and technically feasible, directly accessible to the user. Furthermore, 

data holder, i.e., seller, manufacturer, renter, lessor of those devices – as well as – the provider 

of related digital services, are obliged to make this data accessible to the user of IoT devices 

and related services as well as to the third party with which the user wants to share the data. 

Therefore, the user of IoT devices and related services have control over their data and are 

entitled to share their own created data with a third party for predetermined purposes, 

except for competition objectives. Nevertheless, considering that ODEON is a Horizon 

innovation project, it should be noted that the obligation to share the data, does not apply 

to data in the context of the testing of new connected products, substances or processes 

that are not yet placed on the market unless their use by a third party is contractually 

permitted. Furthermore, this obligation does not also apply to micro and small enterprises 

that manufacture or design IoT devices or provide the related services. 

If a user decides to share its data with a third party, data holders must share the data under 

fair, reasonable, and non-discriminatory terms and conditions. The Act also allows the data 

holders to demand reasonable compensation for making the data available to data 

recipient. 
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7.1.3. ACCESS AND USE OF DATA HELD BY PUBLIC 

SECTOR BODY 
Open Data Directive and Data Governance Act [38] regulate access rights to data held by 

public sector bodies in the EU. Particularly, the directive lays down a legal framework for the 

reuse of public-sector information, including high-value datasets, held by public-sector 

bodies or public undertakings, and of publicly funded research data for commercial and 

non-commercial purposes by private entities. According to Article 5 of Open Data Directive, 

public-sector bodies, and public undertakings must make their data available in any pre-

existing format or language and, where appropriate, by electronic means in formats that 

are open, machine-readable, accessible, findable, and reusable, complete with their 

metadata. Given that these EU laws limit the control of public-sector bodies over the 

datasets they hold, the relevant limitations and obligations will be taken into account by the 

consortium partners qualifying as public-sector bodies or public undertakings. 

7.2. ACCOUNTABILITY 

Accountability represents the key principle in data ethics as it entails that someone can be 

held responsible for their actions. The notion of accountability represents a stricter form of 

responsibility and thus it is deeply connected to the notion of control over data. For example, 

data controller in GDPR, and data holders in the Data Act are held accountable for 

compliance with legal requirements. Particularly, in the context of data exchange market, 

the issue of accountability is a rather complex one. Within the ODEON project, there must 

be appropriate accountability mechanisms to ensure that individuals and organizations 

participating in the project can effectively hold someone accountable in cases of data 

breach accidents such as unauthorised or unlawful access or processing, accidental loss, 

destruction or corruption of data. For example, who can be held accountable should the 

personal data of prosumers fall into the wrong hands or are misused? 

Consumers need to have the ability to hold someone accountable for any harm caused 

and, where appropriate, must be able to ensure they can receive compensation for any 

damages suffered. The notion of accountability is about owning and co-owning roles and 

responsibilities, and offering assistance should anything go wrong. Therefore, accountability 

must not be an afterthought but should be engrained throughout the various technical 

measures of the project and appropriately communicated to consumers. 

To ensure accountability, mechanisms that facilitate the system’s auditability must be 

established. For example, ensuring traceability and logging of the AI system’s processes and 

outcomes. Risk and impact assessments must be conducted which takes into account 

various stakeholders that are (in)directly affected. Training and education must be provided 

to help develop accountability practices. 
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Apart from accountability, there are more values and qualitative attributes that need to be 

embedded in the system to make it work, and to make them resilient to prepare for risks. 

These attributes, sometimes called ‘non-functionals’ in computer science jargon, are an 

integral part of any and every functionality. These principles, such as trust, security, safety, 

privacy, will harness the system to prevent it from failing. 

A thorough and holistic risk mapping approach allows for selecting the right principles and 

giving each principle appropriate weight in comparison to the others. In the context of 

ODEON, risks could, for example, arise from the exchange of data between connected 

devices. The constant interactions between devices make the system more vulnerable to 

potential risk. It is therefore required to build trust, privacy protection and security. 

As part of the Ethics, the project accountability, the consortium partners, particularly those 

leading the pilot activities, are encouraged to conduct risk assessment to ensure that all 

research activities carried out under ODEON do not pose significant risk to the fundamental 

principles of rights and freedoms of the individual project participants while giving special 

attention. In this case, to ethical issues related to the processing of personal data and use of 

automated decision-making systems embedded into energy applications. Moreover, FBA, 

as the partner responsible for FSTP Management, will set up a process and provide the 

necessary documentation to ensure that the Open Call partners comply with the ethical 

standards and guidelines of Horizon Europe projects. 
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8. CONCLUSIONS 
This document sets the guidelines and recommendations to be followed to make the project 

data follow the FAIR principles: Findable, Accessible, Interoperable and Reusable. Under this 

principle, ODEON will contribute to knowledge discovery and innovation.   

The main elements of data management policy that are used and will be used by the 

ODEON project are analyzed and studied in this deliverable. This document takes some 

insights into the Data Security concepts and the Ethics principles that will guide the Data 

Management throughout the lifespan of the project.  

As it has been described in this document, the Data Management Plan (DMP) is a living 

document that may be updated regularly during the project’s implementation. The goal is 

to cover all the relevant challenges or progress that might occur during the project’s lifetime. 

On M48 a final version of the DMP will be delivered to compile all the information regarding 

the data collected, processed or generated during the project. If it is judged necessary, an 

intermediate version of the document will be provided in the meantime to update the plan 

for a project review or for any specific need that the project may face. 
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9.2. ACRONYMS 

Table 3: Acronyms 

Acronym Descr ipt ion 

AES Advanced Encryption Standard 

AI Artificial Intelligence 

CERN  European Council for Nuclear Research 

DoA Description of Action 

DCAT Data Catalogue 

DCMI Dublin Core Metadata Initiative 

DOI Digital Object Identifier 

DMP Data Management Plan  

DSO  Distribution System Operators  

EC European Commission 

FAIR Findable, Accessible, Interoperable, and Re-usable 

FSTP Financial Support to Third Parties 

GA Grant Agreement 

GDPR General Data Protection Regulation 

RSA Rivest-Shamir-Adleman 

SSL Secure Sockets Layer 

TLS Transport Layer Security 

WP Work Package 
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