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Absmaci— Elecirical power amd emergy systems are
umdergoing an unprecedemted trapsformation demanding
urgent wperades to malke them more reliable, resiliemt and
secmre. In order to develop bolistic risk management systems for
the energy systems, there is a need for improving collection and
homogeneons representafion of data coming from lezacy
equipment and modern commuomication devices, Le. IoT and
DEEs. The scope of this paper is to establish a framework for
data collection mechanisms that shonld be developed im the
frame of an emergy data platform fowards establishing a secure
and trustfol data sharing framework for all energy data valoe
chain stakebolders. The proposed framework is ooder
demonsiration and evaluation in 3 demo sites aronnd Europe
and the prelimimary evaloafion actbons are reported in this
paper.

Eeywords—darta sharing, privacy, securiy, ToT'DER, 5CADA,
Jederared environments

INTROTAICTION

The Eurapean eneTgy secior is mdergoing a profound and
multifaceted ransformaton, driven by two primary forces:
decarbomization and digitslization This dusl chift is at the
heart of the ETT's Green Deal [1] and the BEEPowerETT [2]
Flan which set ambifious goals, including a 45% renewable
eneTzy target by 2030, This ransition is necessary not only for
mitigating climate change but al:o for enhancing ensrgy
independence and securty in & volatle geopolitical landscape.
Histoncally, the spergy system was cenimalized and
umidirectional, with large power plants delivering slectmcity
to consumers. Todsy, this model is being replaced by a
decenmralized network where millions of Distributed Energy
Besources (DERs), such as solar panels, wind turbimes,
glecmic wvehicles (EWs), snd batery storage sysiemns, afe
integrated at the grid's edze This new paradigm inmeduces
sipmificant challenze: for radidonsl gond management The
mtermittent nature of reoewables and the dynanuc, -
directional enerzy flows fTom DEER: can lead to znd
instability, voltage fluctuations, and congestion, pardoalardy
at the dismibuiion leval.

The key to navigating this complexity is effective data and
intallizence sharing smong a diverss zet of stakeholders,
imchiding Dismbotion  System  Operators (D50s),
ageregators, Local Energy Conmoumifies (LECs) and
individnal prosumers. However, the ourment data landscape is
highly fragmented Data iz offen mepped in propristary
gystems and orgamizational silos, hindering the development
of mmovative, data-doven semdces that are essential for a
resilient and efficient enerzy system The lack of a unified data
exchanzs mechanism prevents D50s fom gaining rsal-dme
wisibility into their networks, makes it diffionlt for aggregators
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o optimize fewmibility services, and limits consumer
paricipation in the enerzy markei To address these crimcal
issues, a new, comprebensive Tamework is nesded 1o create a
musted and inferoperable data ecosystem. This paper proposas
& Federated Energy Data Space framework, coupled with a
Cloud-Edge Data and Itelligence Service Platform desizned
o overcome existing bamiers and unlock the full potenfial of
a digitalized decentralized snergzy sector,

THE FEDERATED ENFRGY DATA SPACE: A PARATIGM FOR
DATA SOVEREIGHMTY AND INTEROPERARILITY

The Federated Enerzy Dlata Space is 2 concepiuzl and
architecnurzl framework desizomed to easble secure and
soversizm dars shanng without & single, centralized authonity.
Unlike maditional models that reguire peoling all data into a
monalithic repository, this framework allows data providers
to retzin full contrel gver their data while making it available
for specific, predafined purposes. This model is built on two
core principles: dam sovereizpiy and mieroperability. Data
soversiznry ensures that the data owner always conmols who
can access their data and for what purpese, fostering most and
legal compliance. Interopersbility puamsmiess that differsnt
systems and data formats can seamlbessly communicate with
each other, eliminaring techmical silos.

The core components of this famewaork are essenrial for
nilding & robust and collaborative data ecosystem:

# Tmst and Governance: This element establishes the
foundsdonal "mlebook”™ of the dsta ecosysiem,
comprising 3 comprebensive et of legal business,
and fechoical policies snd standards for data
exchange It's the bedrock upon which tmest = built
By sdoping principles fTom pioneering inifisbves
like the Intemmations]l Datz 5Spaces Asseciafon
(IDSA[3]) and Faia-3[4], the famework embeds
dafa soversignfy a5 A core temet Thiz mesns dats
owners retin full control over their data, defining
precisely who can access it and for what purpase.

The povernance model ensmes compliance with
relevant legal frameworks, such as the GDPE, and
establizhes clear guidelines for data licensing, usage
policies, and hability. This clarity bulds confidence
among all participants, fom large corpomations to
small startaps, encouraging broader partcipation It
creates A3 secure and tosted emvironment whera
stakeholders can share sensitive or valuable dam wit
the cryptographic assurance that it will be msed
exactly as agresd upon The govemance sTuchrs
itzelf iz offen managed by 2 penmzl endty or a
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consortinm  of parficipants, ensuring far and
mansparent enforcement of the milss for everyons.

Secure Data Connectors [5]: Secure Data Connectors
are the techmological enforcers of the govemance
mles, acting as standardized, secure gateways for data
exchanze These components facilitate direct peer-
tp-pear (PIF) dafa sharing bebween participanis
without routing the data through a central platform or
intermediary. Each participant deploys a connsctor
within their own IT mfrastructure. giving them a
sovereizn endpoint fo the data space.

Functionally, a conmector aCts 35 4 policy enforcement
potot. When @ requoest for dafa is mads, the connsctor
first verifies the idenfity and awthonization of the
requesting party. It then coosults the dats usage
policies defined by the data owmer and oaly pemmits
the exchanse if all condidons are met. This direct-
connect, policy-enforced approach dmmatically
enhances security and data soversignfy. Furthermors,
it eliminates single polnts of filure and performance
bottlenecks that are common in centralized dama
architectures, leading to 3 mome resilient and scalable
BCOEY SIS,

Semantic Interoperability [6]: For data to be fmuly
valnasble, it mmst be understood | Semantic
mmteraperabilicy ensares that data from diverse sounces
1= nof just accessible but also meaningfnl and usable
across  the ecosystem  This is  achieved by
mplemeniing & conmnon ontelogy and shared data
models. The onlogy defines a common vocabulany
and the relatonships betaresn kev concepts within the
domain (e.g, defining what 3 "smant meter” is and
by it relates to & "gnd connecton point™). The dam
midels then provide a standardized stractare for the
data itself (e.z , specifying that a smart meter reading
mmst include 8 timestamp, 4 conswnption vahie, and
1 unit of measurement).

This semantc layer acts as a universal wanslator It
harmonizes data from varous sources—snch as smart
meters using different protocols, EV charging stadons
fom muliiple vendors, apd propristary weather
sensor—inte 3 consistent format Withowt this, the
ecosystem wonld be 3 "Tower of Babel," where dam
iz techmically available but practcally ussless. By
enswring  all partcipants speak the same “data
langnage " semantic interoperability enables the
seamless integration of services and the development
of complex, cross~domain applications.

Federated Identity Management A decenmalized or
federated, system for suthenticating and authorizing
partcipants and their digital assets is vital for security
and scalabiity. Instead of a single, central suthornity
that manages all identides, a federated model allows
pardcipants to "bring their own identity” from a
trusted iden@ity provider. This ensures that only
vernfied and tusted enfities can participate in the data
space. This system manages the identides of not just
orzanizations and users, but also their dsta-providing
azsets like InT devices, API:, and even the connectors
themselves. Tsing techoologies like wverifiable
credentials and digital ceriScates, each endty can
cryptographically prove its identity and its right to
access specific data This approach  prevents
unauthorized access, creates a reliable awdit tmail for
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all transactions, and maintaing the overall imfegrity of
the ecosystem. It simplifies onboarding for new
participants, as they can leverage their existing
identity mansgement systems thereby reducing
fncunnandeummagmg the nerwork to ZTOW.

fmmework moves beyond the cooventional

cenralized data platform mode] to a3 distmbated collaborative
ecosystem. It fosters a more dynamic and democTatic energy
sector where data is viewed not as a commedity to be hoarded
bt 35 3 shared resource for the common goed

THE CLOUD-EDGE DATA AND INMTELLIGENCE SERVICE

PLATFORM

To operationalize the principles of the Federated Energy
Drata Space, 3 multi-layered Cloud-Edze Data and Intalligencs
Sarvice Platform is proposed This platform is specifically
desipned o handle the complexity and sheer vohmme of data
generated by DEFs It leverages the stenzths of both clond
and edge computing to process data efficiently and securaly
where if is most needed.

Edze Layer: This layer is located at the physical
somrce of the date—at substmiions, within local enstgy
commumnities, or at individual bouseholds. Its primary
functiom is fo perfonn real-time data processing and
amalymcs. Thsprmmlwmdledaummes
EI.g'I:ILﬁI:aIIﬂ} redwces latency, which is critical for
real-time grid manazement. A key featare of the edze
layer is fedsrated leaming, & privacy-preserving
technigue that allows AT models to be oained on local
data without the data ever leaving the device This is
cmcial for applications that imvolve sensitive data,
such 35 energy comswmpdon forscasting  and
predictive mamtensnce, as it balances the need for
powerful amalyfics with smingemt  privacy
ISUIrenlnrs.

Cloud Layer: The cloud layer provides the centralized
intellipance and coordination necessary for grid-wide
semvices. It ageregates high-level insights fTom the
edge layer, nmms advanced analytics, and hosts Al-
enabled  omhesoadon — mechanizms — These
mechanizms function as the cenfral narvons system of
the platform, coordinating actions across diverse
staksholders. For example, they can coordinate DE0s
o mansge grd stability, agzregators to dispaich
flexdbility services, and markst platforms for price
sigmals. The cloud laver also supports long-term
planninz. market infezration, and the development of
new, immovative ensrgy applications:.

Figure 38 Edge layer archifeciurs snapshos
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The seamless integraton of these two layers creates a
powerfol, end-fo-end architectre.

The edge layer provides the local, real-ume intellizence
for dynamic snd localized grid meansgement, while the clowd
Layer provides the holistic view and coordination required for
a resilient and stable energy system.

DIATA INTERCPERABILITY AND GOVERNANCE
FRAMFWORE
Effactive dats handling within the Federsted Energy Data
Space is underpinned by a robust dats imteroperability and
governance framework, This framework relies on
confizurable data pipelines that manage the end-to-end flow
of data, from provider preprocessing to final storage and
catalogumg. The process ensures that data 15 standardized,

The data flow begins with preprocessing at the data
provider's end. This imvolves extracting and transforming data
mte & compatible formeat and | if needed, developing APIs for
exposime. A key element as sesen in projects like the proposed,
15 the nse of an IoT gatewsy. This gateway handles omltiple
protocels, such as MOTT and CoAP, and implements data
minimization techniques, ensuring that only wvaluable dawm
enters the dats space It also provides the necessary connectors
o ensure compatibility with standardized protocols.

Omce preprocessed, data is mgested mio the environment
via the data pipelines, which are configured and executed in
distinct phases:

# Data Collection: This inigal phase foonses om
acquinng data fom its spurce. Fecognizing that data
providers operate with diverse fechnologies and
protocols, the Samevwork offers maximuom flexibiliny.
Prowiders define their preferred mpestion method,
choosing from a comprebensive smbe of options:

o Manual Uplsads: Idesl for static or
historical datssets, allowing users fo upload
files {e.g., OS5V, JSOMN, Parquet) directly
through a secure portal

o Avntomated API Calls: For systems that
expose data via BEST or Graph(L APT:s the
pipeline can be confignred to pull data on &
schedule (e g., hourly, daily) or triggered by
specific events.

o Pob/Sab Mechanisms: For rezl-time data
smeams, the pipeline can subscribe to
messaging brokers like MOTT or Apache
Eafka This event-drven approach is perfect
for IoT sensor resdings and other tmes-
sensitive information.
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o Precomfizured Commectors: To simplify
mbtegration with common ndustry sysiems,
the  platform  imclodes  specialized
conmectors. These connectors handle the
protocol-specific complexities for standards
like OCPP (for EV charging stations),
MODBUS mmd OPC-UA (for industrial
gquipment and SCADA  systems),
absiracting the technical details sway fom
the data provider.

This adaptable appreach ensures a low barmier to entry
and allows the ecosystem fo easily accommodste new
data sources s it grows.

Figure 40 Confipuration af dota collection process

Semantic Mapping: The system maps dataset fields to
& commen infommation meodel. This is a critical step
for achieving semantic inferoperability. Providers can
manually comect and enrnich these mappings, ensunng
that damm from different sowces = consistently
imterpreted. The process iz 3 human-in-the-loop
workflow:

o Automated Suoggestion: The system first
analyzes the source data’s schema and
suggests Imitial mappings based on fisld
names and data types (B2, mapping & source
feld named temnp_celsins to the CIM fisld
temperature).

o Manual Refinement: Data providers then
nuse an intmtive graphical interface to eview,
comect, and enrich these mappings. They
can apply simple wansformations, such as
Converting units {e.g., pounds to kilogrames)
or standardizing formats (e.g., date strings to
IS0 B60T).

Figure 41 Confipuration of semantic mapping process

Drata Cmality Ephancement: Thiz phase involves
defining mles and using machine lesming (ML)
techniques to address common data guality issues,
such as mizsing valoes duplicates, and owtliers. This
ensures that the data used for analysis and decizsion-
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meaking is reliable and sccurate. Eey processes in this
phaze inchode:

o Validation BEules: Providers can define
custom mles to enforce data integrity (e.g,
eneTEy Cconsumpion mmst be a positive
mumber, locaton_coordinates must be
within a valid range).

o Missing Valoe Imputation: The system can
aufomatically handle massing dsta points
using  varpous siategies, fom  simple
statistical methods (eg, flling with the
mean/median) to advanced ML models that
predict the mizsing valwe based on related
data

o Omoiier and Apomaly Detection: ML
algorithrme trained on historical data identify
and flag waloes that dewviate sizmificantly
from the porm soch as a faolty sensor
reading or a data entry ermor.

o Deduplication: Sophisticated algonthros
find and merge duplicate records, even when
they are not exsct matchas.

By the end of this phase the dam is clean reliabls and
acourafe—imansformed from raw  information imbo &
ostworthy ssset ready for sophisticated analysis and
decision-making.

DIATA SECURITY AND SOVEBREIGHTY

The Data Sequrity & Sovereignfy Block is a dedicated set
of confizurable services execubed within the data pipelines to
cafesnard all dats assets. This block is integral to the
framework's design, ensuring mobust access confmol, data
privacy, snd end-to-end security. These security steps are
complementary to the inferoperability processes and are
seamlessly integrated info the same confirurable pipeline
stacmre. Key security measares includs:

#  Data Anonymizstion: This is an options] bat powerful
sarvice that allows dats providers to surgically
remove of obsoure  Persomally  IdenfiSable
Information (PI), smiking s crucial balance betwesn
data wility and mdividos]l prvacy. Before sharimge &
dataset, a provider can apply a range of sophisticated
technigques to minimize the sk of re-identification
The plaform supports vanous anonymizaton
mathods, mchding:

o k-Anomymity: This techniqne ensures that
any individual in the damset cammot be
distingmished from at least k-1 other
individuals It achieves this by generaliz@ing
quasi-identifiers.

o Ddifferential Privacy: Considered the gold
stamdard thic method adds mathematically
calibrated statistical noise to the dam This
makes it virmally impossible for an amacker
to determine if any single individual's
information is present in the datases
providine & provable povacy guarantes
while preserving the dafaset's aggregaie
statistical properties.

By offening these tools, the framework empowers data

research and anslysis whils adbering to strict privacy
regulations like GDPFE.
Drata Encryption: Drata protection is enforced both
when dats is moving bemresn partdcipants and when
it is stored The fmamework implements robust
encryption as 3 fundamental secarity pillar.
o Encryption in Tramsit: All data exchanged
In  pesr-to-peer  (FAP)  tansactions  is
protected uwsing indnstry-standard transport
protocols like Transpom Layer Security
(TLS) 1.3 This creates a secure, encrypted
turmel betwesn the dsts consumer's and
provider's CODmActoTs, preventing
emvesdropping, tmmpering, of man-in-the-
middle attacks a5 dafa omaverses the intemet.

o Encryption at Fest: Beyood secunng data
in transit, the Tamework provides opfions
for encrypting dats while it is stored im
databases or file systems Tsing strong
algonithms like AES-256 this messore
ensimes that even if physical storage is
compromizsed, the dats remsins unreadasble
without the comect cryptographic keys.

Secure management of thess coyplographic keys is
paramount and handled through inegrated key
management services, ensuring that protection is
DEVET Compromisad.

Access Policies Mansgement: This is the cemral
nervons system for dats governance, providing the
means to define, comirol, and enforce who can access
data and what they can do with it Going far beyond
simple allow/demy mules, the system enables highly
grammlar, dynamic policies based on the principle of
Atmibute-Based Access Conirol (ABAC).A data
prowider can creste policies that evaluate a richset of
attribates before granting sccess, such as:

o Identity Attributes: The role, organization,
or specific identity of the requester.
o Hesource Aftiributes: The sensitivity lewvel
of type of the requested dataset
o Environmental Atiribotes: The time of
day, geographic location, or security stams
of the device making the request.
Cmcially, this extends to Diata Usage Control, where
policies remain atached to the data even after it has
besn accessed.

Frgure 41 Configuration af darg ancmmizaion process

Following the execution of these services, addifional

providers to confidently share sensitive data for  processes handle data and metadsts information. Diata storage
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inwolves selecting the appropriate location, sither a centralized
cloud data space or federated data spaces, which affects the
pipeline’s execution and data sorsge repository. Data
mdexing is alse cracizl for handling metadata which enables
dataset profiling and searchability. This inchides defining both
static and dymamic metadata and access policies for the
metadara itself

DATA CYBERSECURITY BLOCE

The Cyberzecurnity Block is a cotical component designed
o secure the federated environments agzinst the wmique cyber
threats of 3 decentralized energy system. It operstes i two
phases: Desimn-time for initial confipuration sand Fontime for
contimmous, proactive protecton.

The Immmsion Detection snd Vulnerability Assessment
process is indtated dunng the desigo-time phase where
secunity administzators establish the foundaftional secumity
posture. This involves deploying monitoring agents across the
ctack and confSguring the Intrusion Detector based on the
cystem's specific topology and domain knowledges. During the
mnfime phase, 8 condnumouns cycle of profecion begins.
Bsehavioral monitoring is consmntly performed by the
deployed agents, feeding dafa to a centralized mtusion
detection system  desigoed to  identify anomalies. A
subsequent minerasbility assessment is miggered by any
detected event mapping it to known threats, calculating the
overall risk, and storing the owtput om the ledger for an
munmtable audit rail This dynamic process can antomatically
mgger system reconfiguration or the application of mitization
measures o newralize threats.

nnnnnn

Figure 43 Infrusion Daection and Valnerabiliny Assessment

Similarly, the Poisoning Detection process begins with a
critical desizm-time phase where machine learming modals are
‘Tained using both nonmal behavioral data and a pool of known
poisoming attacks to recognize adversaral manipulations.
Diring mumtime, the system leverages these Tained models o
contimmously moniter data, detecting deviations that indicate s
potential ML poisoning stiack This ensures the proper and
ethical exscofion of the platform's ML and ATOps processes
by guarding against malicions data manipulation.
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Figure 44 Ingusion Detecrion Dashboard Ovenview

DATA ORCHES TRATION AND OPERATIONS MANAGEMENT

Ar the heart of the orchestration subsystem is the DamOps
Funrime Manager (DEW). The DEM is responsible for the
opimized and reliable execution of data workflows across the
varions data spaces. It embodies 3 DataOps approach,
ensuring that data pipelines are mot just static workflows bat
are dynamically mansged and optimized for performance snd
resource efficiency.

# When a data processing request is riggered, the DEM
first conmalts a catalogne to assess the required
resources and expectsd perfonmance metrics. It then
cross-references this with & catalogue of available IT
mfrastrocturs. If resources are insafficient an arror is
refumed. Otherwise, the DEM performs an optimal
resource allocation and deploys the workflow wia the
Drata Fipeline Executor.

Figure 45 DataOps Rumime Manager arehiteciure sveriew

« A DataCOps Emtime Monitoring module is also made
awvailable for low-level monitoring of the resources
nsed for execufing data pipelines. This moduals is
complemented by the Data Observability Engine
(DOE), which momitors the exacution's telemetry data
in real-ome. Should the DOE detect a remediable
anomasly, such as a performence degradatiom it
notifes the DEM. The DEM can then dynamically
reschedule the workflow or migrate it to another nods
with more resources to maintuin perfonmance snd

Thiz robust orchesoation sysem ensures CODOMONS

management, traceability, amd observability through data
macking, process moenitoring, and proacdwve aleming. It
gnarantees that the eafire data ecosystem operates eficientdy
and religbly, which is critical fior real-time grid mans gemeant.
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UrsE CASES AMD ENVISIONED VALIDATION

The proposed framework has the potentizl to unlock a
wide range of transfonmative wse cases across the eofie
enerzy valne chain from grid management to Consumer
EMpPOWETTEnE.

« Foeal-time Flexbility Actvadon: D50s can use the
platfom to identify and activate Sexibility services
from DERs to alleviate grid congestion For example,
thiring a period of high demand the system can send
a sigmal to 2 flest of EVs to pause charging for a
specified time. This is a critical tool for managing the
intermiittency of reoewable emergy somrces and
maintaining grid stability. The framework provides
the Decessary resl-time dats  exchange and
orchesiration capabilities for this fo happen at scale.

o Predictive Grid Management: By analyzing data from
smart meters, DEFRs, and weather forecasts, the
platform can predict potential grd issaes, such as
voltage sags or overlpads, before they ocour. The AT-
enahlad orchestration mechsnisms can  then
proactvely take comective action, such as adjustng
voltage regulators or dispatching a demand-response
sippal, thereby mmproving pnd resilience and
relizbilicy.

« Huomasn-Centmic Energy Services: The framework
empowers prosumers and Local Energy Comrmnities
by providing thern with the tools and data to optimize
their ensrgy conswmpton, participate in local
flexibility mamkets, and even :ell excess snergy to
their neighbors. This fosters & more mchisive and
democratic eneTgy system where cifizens are active
partcipants rather thsn passive conswmers. For
example, 8 conmmunity can poeol its DERS and nse the
platfom to collectively mansge its energy profle and
optimize local energy exchange.

The effactiveness of this framework will be validated
thronzh large-scale pilot projects across multple Europsan
counimies. These pilots will demonstrate the techmical
feasibility and commercial visbility of the proposad solution
in diverse regulatory and market environments. The validation
process will mvelve 3 wide range of staksholders—DS0s,
agpTegators, comumumities, and prosmoers—io ensure the
framework meets the nesds of the entire ensrgy ecosystam.
The remlts of these pilots will be instaments] in idenfifying
and addressing any remaining bamiers to widespread
adoption

COMCLUSION

The decarbonizafion and digitalization of the European
energy sector are essential for achisving the ET7: ambidous
climste znd energy zoals. The current fragmented and siloed
data landscape poses a sizmificant bamer to this tansiton.
This paper has proposed a Federsted Enerzy Dam Space
framework, coupled with 3 Clond-Edge Dats and Intellizence
Service Pladform to creste 3 seowrs, imferopershble, and
soversign data ecosystem. By enabling tusted datz exchange,
leveraming advanced Al and fedsrated learming, and
implementing a robust DataCps approach, this framework can
accelerats the deployment of data-dnven energy semvices. It
empowers Cifizens to become active paricipants in the ensrgy
manzifion, Teinforces the resilisnce and secunty of funme
energy systems, and provides the foundation for 3 more
sustainable and decentralized eperzy mode]. The sovisioned
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large-scale validation will be a cmcial step i proving the
framework's potential to nsher in 3 new era of decenmalized
digital, and sustainable energy for Enrope.

ABBREVIATIONS
ABAC: Armbute-Based Access Cooool

AT: Artificial Intelligence

ATCps: Artficial Intsllizsnce for IT Ciperations
CIM: Common Information Model

DEE: Distributed Ensrgy Fesource

DE0: Distmibution System Orperator

ZDPE.: General Datz Protection Fesulation
ID5A: Intemationz]l Data Spaces Association
IT: Information Technology

LEC: Local Energy Conmmumnity

PIT: Personally Identifiable Information
SCADA: Supervisary Control and Drata Acquisition
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